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Introduction

For organisation Atina, it is of utmost importance that the voices of
girls and women with the experience of trafficking are heard. And not
only heard but understood and appreciated as well. That is why we
created this document Behind the screens: Analysis of human traffick-
ing victims’ abuse in digital surroundings, which includes experiences
of 178 girls and women who were using Atina’s support and protec-
tion programs in the period from 2015 until 2020." Such a number of
respondents in the field of human trafficking victims’ protection is an
extremely important sample, and it should be noted that data collec-
tion process was marked by exceptional motivation of these girls and
women to participate in it. It is also important to point out that this
analysis was carried out during the pandemic, when a large part of
global communication moved to the digital space, and the risks of vio-
lence and exploitation increased.

The results of this analysis confirm high prevalence of abuse in digital
surroundings these girls and women have been exposed to prior, dur-
ing and after the trafficking situation. Specifically, 42% of respondents
survived some form of digital violence (such as cyberbullying, venge-
ful distribution of explicit/pornographic content, impersonation, etc.),
while for 31% of them digital violence was directly related to the traf-
ficking situation, both for the purpose of recruitment and exploitation.
Of the total number of respondents, 65% were also exposed to digi-
tal threats, which were most often aimed at intimidation in order to
change or withdraw a testimony or statement in criminal proceedings
(a total of 59%). In addition to the high frequency of violence in a dig-
ital sphere, the analysis also shows that this specific type of violence

! Organisation Atina has, since 2003, been implementing a program of long-term social
inclusion of human trafficking victims, as well as victims of all forms of gender-based
violence and exploitation, that is based on respect for human rights and conducted
with full participation, consent, and cooperation of the beneficiaries.
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has become an almost indispensable form of coercion used by perpe-
trators of violence and traffickers to blackmail, threaten, belittle the
victims, unauthorizedly record, or distribute pornographic material in-
volving children as well. In this regard, the purpose of the analysis is to
prevent digital abuse from becoming a “new normal” and a phenom-
enon to which the public, due to its frequency, becomes indifferent
to, under the slogan - virtual is less real, and therefore less important.

The main pretension of this analysis, which Atina’s team considers to
be introductory, and represents a current situation in practice, is that
the fight against violence and abuse in digital surroundings in the con-
text of human trafficking should become a priority on the agenda of all
actors who are a part of official mechanism for support and protection
of human trafficking victims in Serbia. The document itself is intended
for interested and professional public, representatives of state institu-
tions working in this field at the national and local level, as well as civil
society organizations, private sector, media and the general public. And
not only that, from Atina’s point of view it is necessary for this topic to
finally take its own place in all the relevant national documents that
will be created in the coming period, particularly in the future National
Strategy for Combating Trafficking in Human Beings, and accompany-
ing Action Plans, considering that this topic does not have such a place
in the current strategy. It is also our wish for this analysis to serve as
a basis for further, more extensive research on the topic of abuse in
digital surroundings in the context of human trafficking in Serbia, and
to shed a light on many of the concepts this paper has only touched on.

Bearing in mind that terminology is crucial in deliberating this sensitive
topic, its development should correspond to the essence of phenome-
na being described, and emphasize the responsibility of perpetrators,
i.e. those causing them. In this regard, it is important, both in our coun-
try and beyond, to invest particular efforts in development of termi-
nology that accompanies this topic, and thus stop the use of archaic,
inaccurate and incorrect terms that do not correspond to the essence
of the phenomenon, such as “child prostitution and pornography”,
considering that a child cannot voluntarily participate in such a thing,
and that those cases are a matter of sexual exploitation and abuse of
children, persons under 18 years of age; thus, in this particular case, it
would be more correct to use the terms abuse of children in prostitu-
tion, and exploitation of children for pornographic purposes.

We believe that many of you will come across terms in this document
that explain various phenomena related to abuses in digital surround-
ings you have not heard before. For this reason, less known forms of
abuse in digital context, such as doxing (targeting), catfishing (luring)



and others, are explained in detail hoping they will find use within
professional and general public, and contribute to the identification,
reporting and provision of adequate assistance and support to the vic-
tims. We hope that this analysis will encourage professionals to further
reconsider their roles in the process of victims’ protection in the con-
text of digital abuse, and that this topic will become an obligatory part
of the approach to the phenomenon of gender-based violence.

Jelena Hrnjak, programme manager of the organisation Atina

In Belgrade, October 2020

1
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Analysis methodology

For the purposes of creating this document, a sample has been ana-
lyzed consisting of 178 trafficking victims who survived some form of
abuse in digital surroundings. Within this analysis, particular attention
was paid to types of abuse in digital surroundings, their perpetrators
and the manner of inflicting harm. The aim of the analysis was to show
the prevalence and forms of violence in digital surroundings in order to
gain a fuller insight into the risks and challenges girls and women are
exposed to, draw conclusions and make recommendations to improve
the existing system of detecting such cases and protecting the victims.

Participation in this analysis was completely anonymous, and the sam-
ple was selected based on two pre-established criteria. The first condi-
tion was that respondents currently use some of Atina’s support pro-
grams, or have used them in the past five years, while the second se-
lection criterion was that respondents are formally identified as victims
of human trafficking.” The sample in this analysis is representative’ in
relation to the total number of identified victims of human trafficking
in the Republic of Serbia. Respondents were girls and women, 16 to 56
years of age, some of whom are members of Atina’s Advocacy Group
of women survivors of human trafficking. In the process of data collec-
tion, a Guideline for collecting data on abuses in digital surroundings
(hereinafter: Guideline) was created and used. This document consists
of 13 questions that target individual experiences of girls and women
who participated. Guideline was the basis for conducting interviews

% Since 2011, formal identification of human trafficking victims in Serbia is being condu-
cted by a social protection institution Center for the Protection of Trafficking Victims.

3 In the period from 2011 until the end of 2019, following the statistics of the Center for
the Protection of Trafficking Victims, data show that a total of 641 victims have been
formally identified; http://www.centarzztlj.rs/.



with the respondents from the sample. It defines types, perpetrators,
and content of abuses in digital surroundings to which these girls and
women were exposed.

Researchers from organisation Atina gathered information from
the beginning of February until the end of August 2020, in a form of
semi-structured interviews. Principles of voluntariness, informed con-
sent, and full participation of respondents were particularly respect-
ed, with the option not to answer a question if they did not wish to.
From the very beginning, all interviewed girls and women were in-
formed about the purpose of the analysis, and the manner in which
collected information will be used. During the interviews, they were
asked whether they had experienced a certain type of abuse on the
Internet, or through information and communication technologies,
and researchers were offering definitions of types of abuse in digital
surroundings, as well as differences between them. Researchers also
offered categories of responses related to sub-forms of violence, pe-
riods when the violence occurred, perpetrators of violence, and the
media through which violence was committed. Despite the fact that
findings show the respondents mostly recognize different forms of vi-
olence, particular attention was paid to the prevention of the risk of
retraumatization, and interviews were conducted by representatives
of Atina’s team who have already established a relationship of trust
with the respondents.

Collected data were sorted out quantitatively and presented in per-
centage values, having in mind the experiences of respondents. Given
that this is a basic analysis, questions did not address all forms of vio-
lence in digital surroundings but only their most common forms, ac-
cording to the testimonies of girls and women victims of trafficking in
the period before the analysis was created. Quotes used in the analysis
represent statements of the respondents made during the interviews
and consultations conducted in Atina’s Reintegration Center? on the
topic of prevention of digital violence, its reporting, and processing.
Responses of girls and women represent the basis for main findings
and conclusions in this analysis.

4 Reintegration Center represents the backbone of the program organisation Atina has
beenimplementing in Serbia for 17 years now. Within this program, individual plans of
service are being developed for all victims of human trafficking and gender-based vio-
lence. Within this space, they receive support through the case management method,
as well as the service of psychological counseling. Beneficiaries of the program can
also receive legal support, as well as assistance in further education, economic empo-
wement, gaining independence, resolving civil legal issues, safe accommodation and
other types of assistance and support.
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Normative framework
referential for abuse in

digital surroundings

The term ‘digital content’ primarily refers to information that can be
shared or downloaded via electronic media, but many believe that dig-
ital content is actually everything that can be published. Following that
line of thinking, every tweet, Facebook status update, photograph,
video, blog post, audio file, game, ebook, or text message represents
digital content. If digital content encompasses everything that is pub-
lished, it again means that everyone who is present on the Internet
certainly creates digital content.’

Digital surroundings include information and communication tech-
nologies (hereinafter: ICT), including the Internet, mobile and related
technologies and devices, as well as digital networks, databases, con-
tent and services.’

Digital abuse, in this context, is any form of abuse that has occurred
on the Internet, through a telephone, computer, laptop, tablet or any
other means of electronic communication, which aims to intimidate,
harass and harm another person.” In this regard, legislation of the Re-

5 Mullan, Eileen, “What is Digital Content?”, EContent Magazine, Information Today Inc,
2011.

6 Available at the Council of Europe website: https://search.coe.int/cm/Pages/result_de-
tails.aspx?Objectld=09000016808b79f7.

7 Law on Foundations of the Education System in Article 111 defines that digital violence
and abuse, in the sense of that law, means: abuse of information and communication
technologies that may result in injury to another person and endangerment of dignity
and is achieved by sending emails, SMS, MMS, through a website, chat, engaging in
forums, social networks and other forms of digital communication.



public of Serbia integrates and recognizes some of the forms of digital
abuse, and their overview is presented below.

Constitution of the Republic of Serbia® guarantees that human life,
physical and moral integrity is untouchable, as well as that human dig-
nity is inviolable and that everyone shall be obliged to respect and pro-
tect it. The importance of these rights is also shown by the fact that
the Constitution allows the right to freedom of opinion and expression
(which is also guaranteed by the Constitution) to be restricted in cases
when life, integrity and dignity are endangered.

Criminal Code? defines the following terms: computer data, computer
network, computer program, computer virus, computer, and comput-
er system. Criminal offenses that include these terms most often en-
compass offenses against computer data security, although there are
other offenses that can be considered high-tech crime.

Within the Law on the Organization and Competences of the State
Organs in Combating Organized Crime,’® high-tech crime is defined as
perpetration of criminal offenses in which computers, computer sys-
tems, computer networks, computer data, as well as their products
in material or in electronic form serve as an object or means of execu-
tion.”

Regulations defined by this Law shall also apply to criminal offenses
in which products in material or electronic form appear as objects
or means of execution, namely: criminal offenses against intellectual
property, assets, economy and legal transactions, as well as those of-
fenses which due to the manner of execution or means used may be
considered criminal offenses of high-tech crime, in accordance with
the above-mentioned definition: criminal offenses against freedoms

8 “Official Gazette of RS” No. 98/2006.

9 Criminal Code, “Official Gazette of RS” No. 85/2005, 88/2005, 107/2005, 72/2009,
111/2009, 121/2012, 104/2013, 108/2014, 94/2016 and 35/2019; Article 112, in points 17-
20, points 33 and 34, Articles 298, 299, 300, 301, 303, 304, 304a.

"% Law on the Organization and Competences of the State Organs in Combating Orga-
nized Crime, “Official Gazette of RS”, No. 61/2005 and 104/2009.

" “Serbia has also ratified Budapest Convention, by adopting the Law on Ratification of
the Cybercrime Convention
(“Official Gazette of RS”, 19/2009), in March 2009”. More can be read in the author
text “Cybercrime and police cooperation in the EU”, by Danilo Krivokapi¢ and Andrej
Petrovski, in publication “Cuide through cooperation in internal affairs of the Europe-
an Union”, pages 187-209.
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and human and civil rights, sexual freedom, public order and peace,
and constitutional order and security of the Republic of Serbia.

Criminal offenses against freedoms and human and civil rights are,
among others: endangering security, stalking, unauthorized wiretap-
ping and recording, unauthorized photographing, unauthorized publi-
cation and display of other people’s writings, portraits and recordings,
unauthorized collection of personal data.” In this way, the legislation
implies protection from various forms of violence that can occurinreal
time and space, as well as in digital sphere. It is especially important to
point out that later use of acquired content from digital surroundings
opens a space for the perpetrator to intimidate and disturb victim’s
wellbeing in the long run. This phenomenon is inherent in the expe-
rience of many human trafficking victims, which is confirmed by the
findings presented in this analysis.

Furthermore, criminal offenses against sexual freedom also include
the following: displaying, obtaining and possessing pornographic
material, and exploiting a minor for pornography, inducing a child to
witness sexual acts, using a computer network or communication by
other technical means to commit criminal offenses against sexual free-
dom toward a minor."”

Criminal offenses against public order and peace'® include, among
others, causing panic and disorder, while inciting national, racial and
religious hatred and intolerance is a crime against the constitutional
order and security of the Republic of Serbia.” All the cited forms occur
(most often) in digital surroundings as well, and as such must be equal-
ly sanctioned regardless of the space in which they are perpetrated.

At this point, it is justified to mention the Law on Personal Data Pro-
tection.® This law envisages a set of protection measures aimed to
preserve the integrity, privacy and confidentiality of a person’s data
in a digital sphere as well. In addition, this law defines terms such as:

2 Articles 138, 1383, 143, 144, 145 and 146 of the Criminal Code

3 Rape, sexual intercourse with a helpless person, sexual intercourse with a child, sexu-
al intercourse through abuse of position, prohibited sexual acts, pimping and procu-
ring, mediation in prostitution, showing, procuring and possession of pornographic
material and juvenile pornography, inducing a minor to witness sexual acts.

4 Article 343 of the Criminal Code
5 Article 317 of the Criminal Code

16 “Official Gazette of RS”, No. 87/2018



personal data,"” processing personal data, profiling, consent of a per-
son, violation of personal data. The above-mentioned law, aside from
these definitions, also states the right of a person to deletion, i.e. limi-
tation of the processing of personal data.”® In this way, the legislation
provided protection even in cases when the consent of the person for
data processing was previously obtained.

In practice, the right to privacy and data confidentiality of human traf-
ficking victims in Serbia is a major stumbling stone. Despite recommen-
dations,”? binding regulations and laws, institutions conducting (pre)
investigative proceedings fail to prevent information leakage® and
media coverage which includes confidential and sensitive data, direct-
ly violating safety and integrity of victims. An additional issue lies in a
mass non-compliance with the Law on Public Information and Media,”’
Law on Electronic Media,”* Rulebook on the Protection of the Rights
of Minors in the Provision of Media Services,”> Rulebook on the Pro-
tection of Human Rights in the Provision of Media Services, Serbian
Journalists’ Code of Ethics’# and other documents protecting the pri-
vacy and personal data in media reporting, along with mass violations
of numerous human and children’s rights by the manner of media re-
porting. Since this issue requires a separate analysis, it will be further
elaborated in other documents to be published soon.

7 Law on Personal Data Protection (“Official Gazette of RS”, No. 87/2018), Article 1,
para.1,3,5,12and 13

8 Law on Personal Data Protection, Articles 30 and 31

"9 GRETA report on the implementation of the Council of Europe Convention Against
Human Trafficking for Serbia: second evaluation round adopted on November 24,
2017, published in January 2018.

20 Having in mind the negotiation process with the EU, we emphasize the obligations of
Serbia from the Action Plan for Chapter 23, in the recommendation of the Screening
Report No. 3.5.2, which calls on the state to take “urgent measures to stop threats
and violence against journalists, as well as leakage of information on ongoing or plan-
ned criminal investigations”. The activities to which the state has committed itself to
are extremely important here, especially those from 3.5.2.15. to 3.5.2.21. as directly
related to this issue.

21 «Official Gazette of RS”, No. 83/2014, 58/2015 and 12/2016
22 «Official Gazette of RS”, No. 3/2014 and 6/2016
3 «Official Gazette of RS”, No. 25/2015

24 Available at: http://www.savetzastampu.rs/cirilica/kodeks-novinara-srbije.
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Defining forms of abuse

in digital surroundings

Theory and practice define different forms of violence and abuse in dig-
ital surroundings. As this analysis deals with the correlation between
these forms of abuse and human trafficking, the following forms of
abuse are not only causally related to human trafficking (e.g. online
recruitment) but also represent different types of abuse human traf-
ficking victims have been exposed to even before they were trafficked,
as well as after exiting the situation of exploitation.

Less known types of abuse that have not yet found a recognizable
place in domestic terminology are mentioned here, such as: cyberbul-
lying, doxing, cyberstalking/cyberbombing, hacking (unauthorized ac-
cess to other people’s data), impersonation, catfishing, revenge porn
(vengeful distribution of explicit/pornographic content) and sextor-
tion (threat of publishing explicit materials for the purpose of extor-
tion), as well as recruitment via the Internet, exploitation through in-
formation and communication technologies, unauthorized recording,
distribution and use of digital content as a means of coercion in the
context of human trafficking.” It is important to note that these are
not all existing forms of abuse, only the most common ones Atina’s
team encountered while working on the protection of human traffick-
ing victims.?®

%5 pifferent classifications can be found in theory, and the types of digital abuse listed
here were chosen because of their association with human trafficking, based on the
classification used by Pen America, available at:

https://digitalnoharassmentfieldmanual.pen.org/defining-digitalno-hara-
ssment-a-glossary-of-terms/.

26 £or a detailed categorization of types of digital abuse, consult: https://womensme-

diacenter.com/speech-project/online-abuse-101.



Cyberbullying (cyberharassment)

This is a term that encompasses numerous disturbing behaviors on the
Internet. Cyberbullying is mostly present among young people and can
involve threats, shaming or humiliation in digital surroundings. It is of-
ten considered to be bullying on the Internet, where an individual or
group of peers aims to belittle another person and harm their reputa-
tion, personality, and dignity.

Doxing (doxxing/targeting)”

Doxing (also doxxing) is an act in which one person (doxer) collects
information about another person, analyzes and tendentiously shares
them usually with the intention to present the targeted person in a
negative light that suits the doxer, given that the doxer’s goal is to
cause harm to another person. Doxing also includes publication of per-
sonal information, such as address or contact information (telephone
number), in order to enable others to harass or otherwise harm that
individual.

Cyberstalking/Cyberbombing

Cyberstalking refers to a series of harassing behaviors committed re-
peatedly or with regularity, which usually cause the victim to suffer
fear, anxiety, humiliation and extreme emotional harm. This includes
sending messages, calling, sending voice messages in order to keep
the person who is the target of the attack in a state of anxiety and
fear. It is important to emphasize that cyberstalking does not have to
include direct threats, but also refers to those activities that cause a
feeling of helplessness and continuous stress. In the further course of
this analysis, we will use the term cyberstalking for all such activities.

7 pvailable at: https://www.economist.com/the-economist-explains/2014/03/10/what-
doxxing-is-and-why-it-matters.
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Hacking (unauthorized access to other people’s data)

Hacking represents unauthorized access, intrusion into someone else’s
electronic device or network. It is often carried out with the intent to
attack and incriminate another person, and to harm them by stealing
data or violating their privacy.

Impersonation (imitation / false representation)

Impersonation can refer to creation of a false profile, as well as the use
of someone else’s identity. The purpose of impersonation is to make
arrangements on behalf of the impersonated person or to misrepre-
sent that person.

Catfishing

The term catfishing is used to describe a situation in which a person is
lured into a meeting or relationship using a fictitious online identity.
The difference compared to impersonation is that in the case of cat-
fishing a third party is lured to a meeting or provision of information.

Revenge porn (vengeful distribution of sexually
explicit/pornographic content)

Revenge porn, i.e. vengeful distribution of explicit/pornographic con-
tent, is a type of abuse that involves publishing content without the
consent of the person who is in the video or photograph. The perpe-
trator uses their relationship with the victim, thanks to which they
came to a possession of disputed content, in order to further harm
the victim. One of the sub-forms of this type of violence is sextortion,
which is the threat of publishing explicit materials (information, photo-
graphs) for the purpose of extorting money, or humiliating the victim.



Other types of abuse in digital surroundings

In addition to the above-listed types of digital abuse/harassment/
violence, in modern literature we often find terms such as trolling
(continuous posting of, mostly negative, comments), DoS attacks
(Denial of Services - overloading/attacking a network to cause a
system to crash), SWATTing (fake reports of fires/bombs to the
police and other institutions, in order to cause panic and fear).?
These concepts certainly require a deeper and more detailed anal-
ysis, however, having in mind our thematic focus, we will only enu-
merate them here.

28 Online Violence: Listening to Children’s Online Experiences; Teresa Sofia Pereira Dias
de Castro (University of Minho, Portugal) and Anténio José Osdrio (University of Mi-
nho, Portugal); 2005.

21
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Findings of the analysis

“Human trafficking has been on the rise for years, which only serves to
show that traffickers are adapting to changes in society faster than those
who should prevent them from committing it.”

Ana, 20, member of the Advocacy Group of girls and women,
human trafficking survivors

Information and communication technologies, as well as digital
sphere, have greatly influenced the way in which human trafficking oc-
curs today, as well as how victims can be reached. A research of the
US nongovernmental organization “Polaris Project” from 2018 focuses
on the analysis of the role of social media and their impact on human
trafficking. The findings show that victims are recruited through these
media and the Internet, that traffickers’s activities are expanded in this
way’? and that victims are controlled through restrictions on the use
of media, impersonation, as well as through other abuses.>”

Human trafficking and abuses in digital
surroundings

This analysis considers forms of abuse in digital surroundings that can
be directly linked to the criminal offense of human trafficking. In that
context, it is particularly important to highlight three key phases of

29 In relation to this, there are as much as 750,000 predators on the Internet at any gi-
ven moment! Available at: https://tijana.rs/trgovina-ljudima-internet-sajberjazbine/.

39 Available at: https://polarisproject.org/wp-content/uploads/2018/08/A-Roadmap-for-
Systems-and-Industries-to-Prevent-and-Disrupt-Human-Trafficking-Social-Media.pdf.



trafficking: recruitment, transit and exploitation.’’ Following are the
findings in relation to perpetrators of various abuses, prevalence of
certain types of abuse in digital surroundings, and types of abuse in
the context of human trafficking.

Perpetrators of abuse in digital surroundings

Results of this analysis show that, in terms of perpetrators of abuse in
digital surroundings, most dominant is the violence committed by an
unknown person. In this context, an unknown person is considered a
person whom the victim first met via the Internet. In the second place
are perpetrators known to the victim, i.e. partners (20%), wider social
group (8%), family members (8%), and helpers (4%).%

Perpetrators of abuse in digital surroundings

Widers,

Graph 1: Perpetrators of abuse in digital surroundings

3" Available at: Republic of Serbia, Ministry of Justice, https://fwww.mpravde.gov.rs/sr/
tekst/17551/sta-je-trgovina-ljudima.php

32 Respondents cited only members of the police as helpers who perpetrated abuse in
digital surroundings.

23
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Perpetrators of stalking in digital surroundings

“Stalking encompasses two forms of violence. On the one hand,
it endangers physical freedom of a person, while simultaneously
causing permanent psychological consequences.”

Sara, 24, member of the Advocacy Group of girls and women,
human trafficking survivors

Stalking has been recognized as one of the most common types of
abuse in digital surroundings by the majority of respondents. Crimi-
nal Code defines stalking as an act in which someone “unauthorizedly
follows or undertakes other actions in order to physically approach a
person against their will; against the will of another person seeks to
establish contact directly, through a third party, or through means of
communication; abuses personal data of another person or a person
close to them to order goods or services; threatens life, body or free-
dom of another person or a person close to them; undertakes other
similar actions in a way that may significantly endanger personal life of
the person against whom the actions are taken”.”?

For the purpose of this analysis, stalking is viewed only from the per-
spective of stalking in digital surroundings, which means that cited
data illustrate the number of human trafficking victims who have ex-
perienced stalking through information and communication technol-
ogies (ICT). Stalking was also analyzed in relation to the perpetrators.

Of the total sample of persons who survived abuse in digital surround-
ings in the context of human trafficking, 55% also experienced stalking.
In relation to the perpetrators, stalking was most often committed by
acquaintances. In the context of this analysis, acquaintances are per-
sons whom the victim knows, i.e. with whom they have established
communication in real life. Perpetrators of stalking were also family
members (23%) and partners (18%). Further findings show that un-
known persons committed stalking in 9% of the cases, and helpers in
5% of the total sample.

33 Article 138a of the Criminal Code.



Perpetrators of stalking in digital surroundings

Acquaintances
45%

Hely
5%

Graph 2: Perpetrators of stalking in digital surroundings

In this regard, it is significant to mention an extensive research on this
topic conducted by the European Agency for Fundamental Rights in
2014.>* The research included 42,000 women from 18 to 74 years of
age, and showed that 18% of respondents had experienced some form
of stalking, as well as that women from 19 to 29 years of age were at
increased risk of digital stalking. The fact that all these data, regardless
of their individual differences, probably do not even come close to the
real situation can be concluded from the findings of another relevant
research “The Dark Figure of Stalking” from 2017, which presents a
worrying fact that stalking is not reported in 50% to 80% of the cases
worldwide.*

34 European Union Agency for Fundamental Rights, “Violence against women: an
EU-wide survey,” Publications Office of the European Union, Luxembourg 2015, 81.

35p, Brady, M. Nobles, “The Dark Figure of Stalking*, Journal of Interpersonal Violence,
Vol. 32,2017, 3152.
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Threats in digital surroundings and their content

“A threat that safety of a person will be endangered by attack on the
life or body of that person, or someone close to them, is punishable by
the Criminal Code as a criminal offense of endangering safety. Elements
of other criminal offenses can also be found in a threat of violence,
particularly in the area against human and civil freedoms and rights.”

Special Prosecutor’s Office for High-Tech Crime of the Republic of Serbia

In relation to the topic of this analysis, threats in digital surroundings
are considered to be all types of messages (text, images, voice mes-
sages, calls) that aim to intimidate, harass, and harm another person.
Defined as digital threats, all threats received through ICT have been
considered in this context. Of the total number of human trafficking
victims who survived some form of abuse in digital surroundings, 65%
of them also received digital threats. Threats were most often aimed
to intimidate the victims to change/withdraw report/statement or tes-
timony in criminal proceedings (59%). Threats also referred to publica-
tion of a content created in a private context (29%), and direct threats
to life and health, aimed to endanger safety (12%).

Content of threats in digital surroundings

Graph 3: Content of threats in digital surroundings



Such a form of abuse in digital context can be described as a behav-
ior aimed at intimidating and/or blackmailing a victim who participates
in criminal proceedings, most often as the injured party/witness36 to
withdraw from further participation or change/withdraw previously
given statement/testimony. At this point, it is important to note that
threats in this context do not imply exclusively an explicit threat in
the criminal law sense, but a range of behaviors and activities that are
aimed at pressuring the victim.

Reporting these and similar situations usually entails initiating a sepa-
rate procedure for an offense from the Criminal Code, preventing and
obstructing evidentiary actions,” however experiences of respond-
ents show that unless a direct threat was made in relation to a request
to withdraw/change a statement/testimony, this form of violence is
difficult to prove.?

Recording and distribution of digital content
without consent

The act of committing this criminal offense® in the form of abuse in
digital surroundings, includes content that was recorded and further
distributed without the consent of an adult. In this analysis, any distri-
bution of content in which actors are minors, and for which the con-
sent of the child/*°guardian/parent has not been obtained in advance,
is considered unauthorized and represents a criminal offense. When it
comes to pornographic, explicit and criminal content in which the ac-
tor is a child, any recording and further distribution can be considered

36 Criminal Code of RS, Article 2, para. 11.
37 Criminal Code of RS, Article 336.
38 Available at: https://www.vreme.com/cms/view.php?id=342947.

39 Criminal Code of RS, Article 145: Whoever publishes or publicly presents another’s
text, portrait, photograph, film or a phonogram of a personal character without con-
sent of a person who has drawn up the text or to whom it is related, or without
consent of the person depicted on the portrait, photograph or film or whose voice
is recorded on a phonogram, or without consent of the person whose consent is
mandatory by law and thereby significantly violates the private life of that person
shall be punished...

49 Article 16 of the Law on Personal Data Protection regulates consent of a minor in
relation to the use of information society services.
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unauthorized, as it can harm the child’s reputation, development, and
well-being.

Of the total sample observed, 63% of beneficiaries suffered this form
of abuse in the context of human trafficking. Regarding the content
that was distributed, in most cases (64%) it was content with elements
of pornography, while in 20% of cases information and content were
distributed to reveal a location and/or identity of the victim in a way
that endangers their safety. In 16% of the cases, private content, such
as photographs and messages, was distributed without authorization,
but also without an element of explicitness.

In the context of human trafficking, these contents may have previ-
ously been made by deceiving or forcing the victim to participate in
their creation. On the other hand, as already mentioned, consent of
the victim in the context of human trafficking does not abolish the per-
petrator.

Recording and further distribution without consent

Graph 4: Recording and distribution of digital content without consent



Recruitment of the victims through digital media

Recruitment represents the first stage in human trafficking. There are
different ways of recruiting. In the last ten years, the most common has
been impersonation for the purpose of recruiting via the Internet.”’

In the total sample examined, we conclude that 30% of human traffick-
ing victims were recruited on the Internet. Of this percentage, 70% of
girls and women were recruited for the purpose of further exploita-
tion (human trafficking), while 30% were recruited in order for some
other form of violence to be committed against them (rape, robbery,
physical violence...).

Regarding the perpetrators of recruitment for the purpose of further
exploitation, the analysis of the obtained answers shows that in the
majority of cases they were persons known to the victim (51%), fol-
lowed by unknown persons (42%), and to a smaller extent close friends
(5%) and partners (2%).

An example of recruitment through ICT are certainly false advertise-
ments, but also getting to know via the Internet, false business pro-
posals offered by acquaintances, financial assistance, and the like,
which in the following stages turns into exploitation of the victim for
the purpose of gaining benefit.

Recruitment of the victims through digital media
Partners

Close friend
)

Graph 5: Recruitment of the victims through digital media

4 Available at: https://polarisproject.org/wp-content/uploads/2018/08/A-Roadmap-for-

Systems-and-Industries-to-Prevent-and-Disrupt-Human-Trafficking-Social-Media.pdf.
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Advertising exploitation through digital media

Observing the forms of exploitation, we analyzed the number of cases
where exploitation was advertised in digital space. Obtained answers
lead to a conclusion that out of the total sample 40% of human traffick-
ing victims were exposed to online advertising during the exploitation.
Of this percentage, 46% were exploited for pornographic purposes,
50% were exploited for sexual purposes, while 4% had their work ad-
vertised during the situation of labor exploitation.

Advertising exploitation through digital media

Graph 6: Advertising exploitation through digital media



Digital content
as means of coercion

“In the context of coercion in a situation of human trafficking, the
content trafficker owns may represent the source of his power.”

Marijana Savic, director of “Atina”’

Of the total sample, 50% of human trafficking victims stated that, while
they were in a situation of exploitation, the person who trafficked
them possessed content used to blackmail them and force them into
various types of exploitation. As many as 29% of the total number of
respondents stated that they were blackmailed by being told that the
explicit content they are in, or information about them, will be sent to
their family members, and 21% of them were threatened that the con-
tent would be published on public portals.

Digital content as means of coercion

Graph 7: Digital content as means of coercion
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Other forms of abuse victims have been exposed to
in digital surroundings

Types of abuse in digital surroundings presented at the beginning of
this analysis were examined in the overall sample of respondents,
without a necessary correlation with the situation of human traffick-
ing. Of the total number, 15% of girls and women stated that they were
also victims of impersonation (imitation of another person), while cat-
fishing was present in 5% of the cases, and doxing (targeting) in 3% of
these cases. Furthermore, cyberbullying was experienced by 32% of
respondents, while 57% of surveyed trafficking victims experienced
cyberstalking. When it comes to hacking (unauthorized access to oth-
er people’s data), 42% of them encountered this phenomenon. Digital
abuse recognized as vengeful distribution of explicit content, such as
videos and photographs with pornographic elements (revenge porn),
but also messages (sextortion), was experienced by 31% of respond-
ents.

60%

50%

40%

30%

20%

- I

- | -

Impersonation  Catfishing Doxing Cyberstalking Cyberbullying Hacking Revenge porn

Graph 8: Other forms of abuse in digital surroundings



Conclusion

The results of this analysis show that human trafficking victims most of-
ten suffer violence in digital surroundings from strangers, i.e. persons
they meet on the Internet. However, according to their testimonies,
stalking is the most common form of violence in digital surroundings,
while the stalker is in most cases a person whom they metin real life. In
the second place, human trafficking victims are most often faced with
threats in digital surroundings; i.e. threats aimed at intimidating them
to change or withdraw a previously given statement in criminal pro-
ceedings. During the period of exploitation, human trafficking victims
(including children) were exposed to recording and further distribu-
tion of content with elements of pornography, without their consent.
Observing the stages of human trafficking, a number of respondents
were recruited through digital media, while 30% of them were recruit-
ed in order to have other forms of violence committed against them
(rape, physical violence, robbery, etc.). Recruitment for the purpose
of exploitation was most often carried out by persons known to the
victim. In the exploitation phase, more than half of the surveyed vic-
tims experienced advertising for the purpose of sexual exploitation
through digital media. Looking at the ways in which coercion was car-
ried out, half of the victims in the sample stated that traffickers had
digital content which they used to blackmail them and force theminto
various forms of exploitation. When it comes to other forms of abuse
in digital surroundings which human trafficking victims experienced
during and after the situation of exploitation, and even after the court
proceedings ended, cyber stalking, hacking and cyberbullying were
highlighted as the most common forms of violence. It is important to
note that human trafficking victims were not immune to other forms
of abuse, such as vengeful distribution of explicit/pornographic con-
tent (revenge porn), sextortion, doxing, etc.
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Finally, in order to fully understand this analysis, it is important to
know the context in which human trafficking victims live even after
exiting the trafficking situation, and even years after the court rulings;
and that is the fear of using digital media - anything from opening a
profile on social networks with their full name, posting photographs or
videos that reveal their place of residence; posting photographs with
people close to them, so as not to expose them to potential revenge
of traffickers; taking photos in public places, events; answering calls
from unknown numbers, and the like.

In addition to the forms of violence which have been reviewed in the
context of this analysis, we believe it is important to mention observed
trends, such as cyber trafficking, i.e. live streaming of sexual exploita-
tion. This form of cybercrime includes human trafficking, i.e. live trans-
mission of sexual exploitation. Cyber trafficking deserves to be found
in the plans and strategic documents in the field of protection of hu-
man trafficking victims in the context of the fight against human traf-
ficking and the transition to the online sphere of functioning and inter-
action, particularly fueled by the global COVID-19 pandemic.

This type of abuse differs from other forms of human trafficking in
that traffickers are abusing victims both in the real and digital space,
forcing them to perform sexual acts by themselves or with other peo-
ple, and keeping them in sexual slavery. Another form of such abuse is
rape in front of the cameras, which is often committed by a trafficker
or another person who paid the trafficker for it. This form of human
trafficking can take place in real time, or it can be recorded and posted
on the internet as a type of pornographic content. Similar cases have
already been recorded in Serbia, in which scenes of sexual abuse of a
child are broadcasted through “cyberdens”#* live and with monetary
compensation.

There is still not much data on the prevalence of this form of human
trafficking in the world. Detection of cyber trafficking cases is still un-
der development and there is a lack of legal solutions to combat this
type of crime. It is estimated that this is the most lucrative form of
human trafficking, as once a video is posted on the Internet, it can
reach thousands of paid views. Also, paying a trafficker for someone’s
exploitation is accompanied by development of online transactions
and payments in cryptocurrencies that can further “accelerate” ex-

42 Cyberden represents digital abuse of children through prostitution or pornography.
Human traffickers and other criminal groups recruit children of primary and secon-
dary school age, from poor and deprived families, as well as children from minority
groups.
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ploitation in the unregulated zone of the economy. Finally, global cri-
sis caused by the COVID-19 pandemic, experts believe, will additionally
affect the expansion of this form of human trafficking by affirming and
accelerating the shift of demand to the digital sphere. Organisation
Atina will continue to monitor and analyze these and similar phenom-
ena in the future.

Some governments have launched advocacy and media campaigns
aimed at raising awareness of this crime. However, at the national and
international level, crimes in digital space are not recognized in equal
way as those committed in the physical space where every criminal
act is precisely defined without hesitation. Civil society organizations,
on the contrary, believe that no distinction should be made between
violations of rights in digital and physical space.
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